Mandatory CompTIA Practice Exams
(required to apply for voucher)

In order to receive credit towards completion of the required Information Assurance
certification pre-assessment, the IA member must adhere to the following:

All personnel wishing to receive a free CompTIA certification exam voucher must successfully
pass the CompTIA pre-certification assessment described below.

The CompTIA pre-certification assessments are available to IA Technicians and Managers. You
can use these assessments to determine your readiness to sit for CompTIA A+, CompTIA
Network+ or CompTIA Security+. The results from these assessments will allow you to know
what areas you are strong in and which areas you may require some additional training.

CompTIA does not keep arecord of the assessment report —you should print your report
at the end of the test, prior to exiting. You will have to show your results to your IA
Manager before they can authorize you to obtain a DoD provided certification voucher.

(1) Go to http://currency.comptia.org/dod from a computer that is connected the internet
and a printer

(2) Enter Name, Component name and your .mil email address

(3) Enter your Components User ID and password provided by your IAM

(if you need the ID and Password, email: crry_cqcredentials@navy.mil)

(4) Select preferred assessment:

PC Technician = A+ objectives
Network Technologies = Network+ objectives
IT Security = Security+

Optional CompTIA Practice Exams (for self-assessment only)
The following listing of optional CompTIA practice exams are for self-assessment only. They

will not be accepted when requesting a free certification exam voucher. These are best
suited for individual/group studying to prepare for the Mandatory CompTIA Pre-Assessments.

1) go to https://www.nko.navy.mil from a computer that is connected to the internet
2) go to Navy e-Learning

3) Search for the courses below

4) Enroll in the TestPrep and assess your knowledge

TestPrep 220-301 A+
Core Hardware

TestPrep 220-302 A+
Operating Systems TP220302_ENG
Technologies
TestPrep N10-003
Network+ 2005
TestPrep SY0-101
Security+

TP220301_ENG

TPN10003_ENG

TPSY0101_ENG



Mandatory Microsoft Practice Exams
(required to apply for voucher)

In order to receive credit towards completion of the required Information Assurance

certification pre-assessment, the IA member must adhere to the following:

All personnel wishing to receive a free Microsoft certification exam voucher must successfully
pass the Navy e-Learning TestPrep assessment below that meets their certification requirements:

The Microsoft TestPrep pre-certification assessments are available to IA Technicians and
Managers. You can use these assessments to determine your readiness to sit for a variety of
Microsoft exams The results from these assessments will allow you to know what areas you are

strong in and which areas you may require some additional training.

Microsoft does not keep a record of the assessment report — you should print your report
at the end of the test. You will have to show your results to your IA Manager before they

can authorize you to obtain a DoD provided certification voucher.

1) go to https://www.nko.navy.mil from a computer that is connected to the internet
2) go to Navy e-Learning

3) Search for the courses below

4) Enroll in the TestPrep and assess your knowledge

70-210 Installing, Configuring, and Administering Microsoft Windows 2000 Professional
70-215 Installing, Configuring, and Administering Microsoft Windows 2000 Server
70-216 Implementing and Administering a Microsoft Windows 2000 Network Infrastructure

70-217 Implementing and Administering a Microsoft Windows 2000 Directory Services
Infrastructure

70-218 Managing a Microsoft Windows 2000 Network Environment

70-219 Designing a Microsoft Windows 2000 Directory Services Infrastructure
70-220 Designing Security for a Microsoft Windows 2000 Network

70-221 Designing a Microsoft Windows 2000 Network Infrastructure

70-223 Installing, Configuring, and Administering Microsoft Clustering Services by Using
Microsoft Windows 2000 Advanced Server

70-224 Installing, Configuring, and Administering Microsoft Exchange 2000 Server

70-225 Designing and Deploying a Messaging Infrastructure with Microsoft Exchange 2000
Server

70-228 Installing, Configuring, and Administering Microsoft SQL Server 2000 Enterprise Edition
70-229 Designing and Implementing Databases with Microsoft SQL Server 2000 Enterprise
Edition

70-270 Installing, Configuring, and Administering Microsoft Windows XP Professional
TestPrep 70-086 Implementing and Supporting Microsoft Systems Management Server 2.0

TestPrep 70-227 Installing, Configuring, and Administering Microsoft Internet Security and
Acceleration (ISA) Server 2000, Enterprise Edition

TestPrep 70-271 Supporting Users and Troubleshooting a Microsoft Windows XP Operating
System

TestPrep 70-272 Supporting Users and Troubleshooting Desktop Applications on a Microsoft
Windows XP Operating System

TestPrep 70-284 Implementing and Managing Microsoft Exchange Server 2003

TestPrep 70-285 Designing a Microsoft Exchange Server 2003 Organization

TestPrep 70-290 Managing and Maintaining a Microsoft Windows Server 2003 Environment
TestPrep 70-291 Implementing, Managing, and Maintaining a Microsoft Windows Server 2003

TP70210_ENG
TP70215_ENG
TP70216_ENG

TP70217_ENG

TP70218_ENG
TP70219_ENG
TP70220_ENG
TP70221_ENG

TP70223_ENG
TP70224_ENG
TP70225_ENG
TP70228_ENG
TP70229_ENG

TP70270_ENG
TP70086_ENG

TP70227_ENG
TP70271_ENG

TP70272_ENG

TP70284_ENG
TP70285_ENG
TP70290_ENG
TP70291_ENG



Network Infrastructure

TestPrep 70-292 Managing and Maintaining a Microsoft Windows Server 2003 Environment for
an MCSA Certified on Windows 2000

TestPrep 70-293 Planning and Maintaining a Microsoft Windows Server 2003 Network
Infrastructure

TestPrep 70-294 Planning, Implementing, and Maintaining a Microsoft Windows Server 2003
Active Directory Infrastructure

TestPrep 70-296 Planning, Implementing, and Maintaining a Microsoft Windows Server 2003
Environment for an MCSE Certified on Windows 2000

TestPrep 70-297 Designing a Microsoft Windows Server 2003 Active Directory and Network
Infrastructure

TestPrep 70-298 Designing Security for a Microsoft Windows Server 2003 Network TP70298_eng

TestPrep 70-299 Implementing and Administering Security in a Microsoft Windows Server 2003
Network

TP70292_ENG
TP70293_ENG
TP70294_ENG
TP70296_ENG

TP70297_ENG

TP70299_ENG



Mandatory ISC2 CISSP Practice Exams
(required to apply for voucher)

In order to receive credit towards completion of the required Information Assurance
certification pre-assessment, the IA member must adhere to the following:

No Mandatory ISC2 CISSP pre-certification assessments have been identified for IA Technicians

and Managers. When identified, the instructions to access the practice exams will be distributed.
No pre-test is required until this has been identified.

Optional ISC2 CISSP Practice Exams (under assessment/may be used to
apply for voucher)

Optional ISC2 CISSP pre-certification assessments are available for IA Technicians and
Managers.

The following web site provides an excellent source for self study and self assessment towards
CISSP:

http://www.cccure.org
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Another source available:

You can use the shareware assessments identified below to determine your readiness to sit for
the CISSP exam. The results from these assessments will allow you to know what areas you are
strong in and which areas you may require some additional training.

ISC2 does not keep arecord of the assessment report — you should print your report at the
end of the test. You will have to show your results to your IA Manager before they can
authorize you to obtain a DoD provided certification voucher.

To access the optional CISSP practice exams: http://www.freedownloadscenter.com/

Shareware: Software distributed on the basis of an honor system. Most shareware is delivered
free of charge, but the author usually requests that you pay a small fee if you like the program
and use it regularly. By sending the small fee, you become registered with the producer so that



you can receive service assistance and updates. You can copy shareware and pass it along to
friends and colleagues, but they too are expected to pay a fee if they use the product.

T | Boson Practice Tests for SSCP / CISSP Exams 5.x E=EEE

— — Shareware $39.95 30-Aug-2004 4560K
=rall

\_— ! Boson Practice Tests for SSCP / CISSP Exams

Boson Practice Tests for CISSP Exams 5x FEEEE
Shareware $39.95 21-Jan-2004

Boson Practice Tests for CISSP Exams

4560K



Mandatory SANS GIAC/GSLC Practice Exams
(required to apply for voucher)

In order to receive credit towards completion of the required Information Assurance
certification pre-assessment, the IA member must adhere to the following:

SANS Assessment Only for DoD & 8570

To help support the DoD 8570 Directive, DIAP worked with SANS to provide a site license to
SANS Assessment Only tool for 8570 related classes to all DoD employees. This does not
apply to DoD contractors. These assessments include:

* SEC309 Intro to Information Security- GISF

» SEC401 SANS Security Essentials- GSEC

» SEC503 Intrusion Detection In-Depth- GCIA

» SEC504 Hacker Techniques, Exploits and Incident Handling - GCIH

* MGT512 SANS Security Leadership Essentials For Managers - GSLC

* MGT414 SANS +S™ Training Program for the CISSP Certification Exam-GISP (CISSP)
* AUD522 SANS +S™ Training for the ISACA CISA Certification Exam (CISA)

Important Notes:

» Some Assessments are still in development and not yet available. The online
registration page will list those assessments that are currently available. Each
assessment has a $179 value.

» The GSE Certification is achieved by passing a combination of the GSEC, GCIA &
GCIH exams. For more information, visit http://www.giac.org/certifications/gse.php. GSE
Certification requirements are subject to change.

 Through this site license, any DoD employee has free access to SANS Assessment
Only tools ($179 value) as related to the classes listed above. If you can pass SANS
assessments, you should be ready to try the real exam.

Steps to enroll in your free SANS Assessment Only tool:

1. You need a SANS Portal Account (If you have not already, create a SANS Portal
account at https://portal.sans.org.). Log into your SANS Portal Account.

2. Go to SANS OnDemand web page (www.sans.org/ondemand/)

3. Click on the yellow “Register” button under the header “Assessment Only.”

4. Complete the application page by following all three (3) steps listed (contact
information, track you want to take, and the discount code) and click “Proceed.” Your
discount code is DoD8570.

5. You should get an “Order is Complete” message on the next page and a confirmation
Email. You can also download your invoice or view your invoice at
https://portal.sans.org/history (it will be for $0, no payment due).

6. When your assessment is uploaded into your SANS Portal Account, you will receive a
2nd confirmation email. Under your Welcome message in your Portal account, click on the
SANS OnDemand link and start your assessment.



If you have any questions with your assessment, contact mailto:OnDemand@sans.org.

Optional SANS GIAC/GSLC Practice Exams (may be used to apply for
voucher)

Optional ISC2 CISSP pre-certification assessments are available for IA Technicians and
Managers.

The following web site provides an excellent source for self study and self assessment towards
GIAC:

http://www.cccure.org
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Another source available is listed below, however, these exams are available for a fee, which
currently is not reimbursable.

(note: These practice tests are not free. Click on link at the top of each section for web site info)

MGT 512 - GIAC Security Leadership Certification (GSLC) Practice Tests

The GIAC Practice Tests allow you to have an understanding of what to expect on the
examination. GIAC Practice Tests are a proven aid in helping to master material covered
on the GIAC exams and earn the valued certifications. Why worry about expensive
purchase of retakes and wasted time when you can take a practice test beforehand at a
fraction of the cost of the actual exam. The GIAC Practice Tests allow you to have an
understanding of what to expect on the examination to significantly improve your chances
for success.

The practice tests are taken on-line and are designed to simulate the format of the actual
GIAC exams with the same number of tests, multiple-choice questions and time-limits.
The practice test questions, which are selected from our Online Training quiz bins, are
written by the same authors who write the GIAC exams; so you can be confident that the
quality of your results will be similar to the actual exam. During the practice tests, each
time you choose a wrong answer, you will receive the correct answer and an explanation
that will help to reinforce the subject matter presented in the question. The practice tests
also include a counter that shows the current number of questions that you answered



correctly, wrong and how many questions are left in the test. You will only have one
attempt at each practice test, if you need more attempts you will need to purchase another
set. If you purchase a new practice test set, the on-line system will quiz you again on the
guestions that were originally answered incorrectly while asking new questions.

The tests can be purchased in bundles at a discounted price and accounts can be
assigned to other students throughout your entire organization. The practice tests are
given through the SANS Portal, which is a free service, that includes access to newsletter
subscriptions, allows participation in various surveys, and gives the reader the ability to
customize the SANS home page. Click here to see the SANS Portal: http://portal.sans.org.

(T12EX) 2 Exams 55.00

(note: These practice tests are not free. Click on link at the top of each section for web site info)

SEC 401 - GIAC Security Essentials Certification (GSEC) Practice Tests

The GIAC Practice Tests allow you to have an understanding of what to expect on the
examination. GIAC Practice Tests are a proven aid in helping to master material covered
on the GIAC exams and earn the valued certifications. Why worry about expensive
purchase of retakes and wasted time when you can take a practice test beforehand at a
fraction of the cost of the actual exam. The GIAC Practice Tests allow you to have an
understanding of what to expect on the examination to significantly improve your chances
for success.

The practice tests are taken on-line and are designed to simulate the format of the actual
GIAC exams with the same number of tests, multiple-choice questions and time-limits. The
practice test questions, which are selected from our Online Training quiz bins, are written
by the same authors who write the GIAC exams. During the practice tests, each time you
choose a wrong answer, you will receive the correct answer and an explanation that will
help to reinforce the subject matter presented in the question. The practice tests also
include a counter that shows the current number of questions that you answered correctly,
wrong and how many questions are left in the test. You will only have one attempt at each
practice test, if you need more attempts you will need to purchase another set. If you
purchase a new practice test set, the on-line system will quiz you again on the questions
that were originally answered incorrectly while asking new questions.

The tests can be purchased in bundles at a discounted price and accounts can be
assigned to other students throughout your entire organization. The practice tests are
given through the SANS Portal, which is a free service, that includes access to newsletter
subscriptions, allows participation in various surveys, and gives the reader the ability to
customize the SANS home page. Click here to see the SANS Portal: http://portal.sans.org.

(TR1EX) 2 Exams 55.00

(note: These practice tests are not free. Click on link at the top of each section for web site info)

Free Study Guides:



CramSession has recently announced they're providing over 130 popular study guide titles at no
cost.

CramSession Study Guides cover the highest in-demand certifications from 18 leading vendors
including Microsoft, CompTIA, Cisco, EC-Council, ISC2, Novell, Oracle, and many more.

http://www.cramsession.com/default.asp

Free downloadable (.pdf) study guides are available for exams from the following cert
organizations:

* Certiport

» Cisco

* CIW

* CompTIA
« CWNP

* EC-Council
* |IBM

* |ISACA

* |SC2®

* LPI

» Microsoft
* Novell

* Oracle

* PMI

* Red Hat

* Sun

*TIA

* TruSecure



